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Smart Key System: We are developing a smart key
system using an Android app to replace traditional vehicle
key fobs, enhancing security and convenience.

Lightweight mechanism to mitigate Black-Hole Attack:
Our research includes implementing lightweight ECC for
secure Vehicle-to-Vehicle (V2V) and Vehicle-to-
Infrastructure (V2I) communications, protecting against
network attacks.

Physical Unclonable Functions (PUFs): We are utilizing
PUFs to create a robust challenge-response mechanism,
enhancing authentication and guarding against side-
channel attacks.

Mitigate GPS Spoofing: A machine learning-based
anomaly detection system is being developed to identify
and counter GPS spoofing, ensuring reliable navigation
for autonomous vehicles.

INTRODUCTION



OBJECTIVES

Developing a Smart Key Vehicle Entry System 

Implement ECC-based authentication for V2V/V2I communications

Implement a PUF based challenge response mechanism for autonomous

vehicles.

Develop comprehensive anomaly-based GPS spoofing detection

framework.

To enhance the overall security of autonomous

vehicles by developing the following

components:
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Research Questions

How to enhance security by introducing a android application instead of
traditional key fobs?

How can lighweight ECC improve V2V and V2I security and efficiency?

How can PUFs provide secure challenge-response mechanisms for
autonomous vehicles?

How can machine learning detect and mitigate GPS spoofing in
autonomous vehicles?

How effective is ECC-based authentication in mitigating black hole
attacks compared to PKI?
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Suggested Improvements
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In first component, Instead of only focusing on autonomous vehicles, focus on
all the vehicle models whether its autonomous or not.

In the RP meeting, mentioned that each components are not interconnected so
we did a deep background research and changed a little bit of outline to
interconnect each component. 
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BACKGROUND & RESEARCH
PROBLEM
Traditional vehicle entry systems with basic RF chip key fobs are vulnerable to attacks like replay,

roll jam, and rollback due to limited encryption and power constraints, making them easy targets

for attackers.

Current Android key fobs are often designed

specifically for each manufacturer, limiting

interoperability and flexibility across different vehicle

brands.

In the current automotive world most of the vehicles such as Honda Fit 2022, Honda Civic 2022,

Honda VE-1 2022, Honda Breeze 2022 are vulnerable to Rolling-PWN attack.
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https://rollingpwn.github.io/rolling-pwn/?ref=secjuice.com


Title Authors
Publishe
d Year

[1] An Android-Based Multifactor Authentication for
Securing Passive Keyless Access System

Aditya D Naik
Ritvik Vibhu
Udbhav P Saboji
Vanisha R.M
Nagasundari S 
Prasad B Honnavalli

2022

[2] Enhancing Connected Vehicle Security: Innovations
in Two-Factor Authentication 

Huseyin Karacali 
Efecan Cebel 
Nevzat Donum 

2024

[3] PRESTvO: PRivacy Enabled Smartphone Based
Access to Vehicle On-Board Units

B. Groza
T. Andreica
A. Berdich
P. S. Murvay
E. H. Gurban

2024

EXISTING RESEARCH
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Research /
Review
Paper /
Article

Mobile
Application

Access
control for
the USERS 

Communication
using NFC

Key Fob
Anomaly

detection &
Risk

Calculation

VIN Number
Theft

Protection

Research
[1] 

Research
[2] 

Research
[3] 

Proposed
Solution

RESEARCH GAP
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OBJECTIVES
To develop an Android application that replaces traditional key fobs by leveraging smartphones'

computational power to generate longer and more secure encryption keys, encrypt signals to

prevent man-in-the-middle attacks, and incorporate user authentication with Role-Based Access

Control (RBAC) and time-based permissions for granting temporary access to authorized

individuals.

Main Objectives

Sub Objectives

Design and Development of the Android

Application

Implement Enhanced Encryption Method

Incorporate User Authentication and Access

Control

Establish Secure Communication Protocols
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METHODOLOGY
System Diagram 

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140

12



REQUIREMENTS
Functional Requirements:

Authenticate users using
passwords, biometrics, or multi-
factor authentication (MFA).

Implement Role-Based Access
Control (RBAC) for temporary
access permissions.

Generate secure encryption keys
and encrypt communications to
prevent interception.

Allow users to unlock, lock, and
start the vehicle through the
app.

Non- Functional 
Requirements:

Security
Performance
Reliability
Usability
Scalability

Technical Requirements:
Develop for Android,
compatible with various
smartphone models.

Operate both online and
offline, using secure
network protocols.

 Use Kotlin and encryption
libraries for development.
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13



AES (Advanced Encryption
Standard)
Role-Based Access Control
(RBAC)
Multi-Factor Authentication
(MFA)
Elliptic Curve Cryptography
(ECC)

Technologies

Flutter(Android App
Development)
Firebase
NFC (BLE)
Python
AWS
Raspberry Pi

Algorithms & Architectures Techniques

End-to-End Encryption
Time Stamped Ephemeral
keys

TOOLS & TECHNOLOGIES
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Current Progress
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Train ML Model to identify time series access anomalies.
Use a dynamic risk matrix to calculate risk values.
Design wireframe for the mobile application.
Start to design UI for the mobile application.
Test and check model and the function.

Future Step
Complete a mobile application.
Create user groups and dynamic secret key for communication
Connect Raspberry pi with the application
Use a Backend server for communication with Hardware component and
the application.



Current Progress
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Survey to identify Sri Lankan user perspective and security knowledge



Current Progress
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ML and -Data set



Current Progress
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Accuracy - Isolation forest



Current Progress
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Accuracy - Autoencoders 



Current Progress

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140

15

Wireframes



Current Progress
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Wireframes



Current Progress
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Wireframes



Current Progress
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Designed UI
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BACKGROUND &
RESEARCH PROBLEM

Current Authentication Mechanisms: Existing V2V and V2I
communication systems primarily use traditional cryptographic methods, 

Black Hole Attacks: V2V and V2I communications are vulnerable to black
hole attacks, where malicious nodes drop packets, disrupting network
reliability and safety.

Advantages of ECC: Elliptic Curve Cryptography (ECC) offers stronger
security with smaller key sizes, making it suitable for resource-
constrained environments like vehicular networks.
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Incorporating Machine Learning
Adds a proactive layer to traditional authentication by detecting
potential threats before authentication. Enhances efficiency and
precision in mitigating black hole attacks in real-time.



Title Published Year

[1] An ECC-Based Conditional Privacy-Preserving Authentication
Scheme for V2V Communication in VANETs.

2022

[2] An Efficient Dynamic Solution for the Detection and Prevention of
Black Hole Attack in VANETs

2022

[3] Cyber Security Challenges and Solutions for V2X Communications
2019

EXISTING RESEARCH
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RESEARCH GAP
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Research /
Review
Paper /
Article

Lightweight
ECC based

Authenticati
on

Blackhole
Attack

Mitigation

Trust based
Mechanism

Scalable
Solution for
V2V and V2I

ML-Based
Detection

Research
[1] 

Research
[2] 

Research
[3] 

Proposed
Solution



OBJECTIVES
Machine Learning Model:

Developed a model to detect black hole attacks by classifying nodes as normal or

malicious using dataset-driven training.

Completed Objectives
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Setup Simulation Environment:

Set up a simulation environment on Ubuntu using NS-3 and SUMO.Simulated vehicular

communication scenarios with normal and black hole-affected nodes.

Ongoing Objectives
Implementing ECC Framework:

Currently working on refining Elliptic Curve Cryptography (ECC) for efficient and

lightweight authentication in vehicular networks.

Integration of ML Model:

Work in progress to integrate the trained ML model with the simulation to enable real-

time detection of black hole attacks.



OBJECTIVES

Real-Time Demonstration:

Fully integrate the ML model and ECC in the simulation for real-time attack detection

and response.

Future Objectives
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21

System Validation:

Test the integrated system in more extensive, realistic vehicular scenarios to validate

performance and scalability.
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SYSTEM DIAGRAM
METHODOLOGY
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DATA COLLECTION
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Data Set
The dataset was already cleaned and preproccessed 

How These Factors Detect Blackhole Attacks
Packet Dropping Behavior: Components like
rcvTime and attack directly reveal dropped
packets or delays caused by malicious nodes.
Inconsistent Vehicle Dynamics: Fields like
pos, spd, and acl, along with their noisy
counterparts, help detect irregularities in
movement patterns.
Tampered Data Patterns: Noise components
(pos_noise, spd_noise, acl_noise, hed_noise)
highlight inconsistencies in communication
reliability.
Directional Disruptions: Changes in hed and
its noise components can indicate malicious
activities altering routing directions or data
flow.



TRAINING MODEL 
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Data Pre-processing 
Model Training



MODEL EVALUATION
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Random Forest, K-Nearest Neighbors, and Decision Tree models were trained and
optimized using Grid Search. The Random Forest model, with the highest accuracy,
was selected for predictions.



CREATE  A USER INTERFACE 
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Testing NS3, NetAnim and Sumo
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REQUIREMENTS
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Functional Requirements: Non- Functional 
Requirements:

High accuracy 
low latency
Availability
User friendly

      Visualisation
Scalability

Technical Requirements:

NS-3 and NetAnim: Simulation
environment for vehicular
networks.

Python & ML Libraries: Develop
and train the detection model.

SUMO Integration: Optional for
mobility simulation of vehicles.

Hardware Requirements:
Ubuntu system with sufficient
resources for simulation and
training.

Black Hole Detection: Identify black hole
attacks in V2V and V2I communication.
Authentication Mechanism: Use ECC to
authenticate or revoke nodes after
detection.
Real-time Simulation: Simulate and
demonstrate attack scenarios and
countermeasures.
Data Logging: Record communication
data for analysis and validation.



TOOLS &
TECHNOLOGIES

NS3 and NetAnim
Network simulation and
visualization.

SUMO
Vehicular mobility
modeling.

Python

Technologies Algorythm & 
Architechtures

Random Forest: Best-
performing model for attack
detection.
Elliptic Curve Cryptography
(ECC): 
Lightweight authentication
mechanism.

Techniques

Feature Engineering:
Identify critical factors like
position, speed, and header
values.
Simulation: Demonstrate
attack behavior and
mitigation strategies
visually.
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BACKGROUND & RESEARCH
PROBLEM

Traditional cryptographic methods are becoming insufficient because they are vulnerable to

sophisticated side-channel attacks, cloning attempts, and tampering threats.

Physical Unclonable Functions (PUFs) offer a promising solution due to their inherent

uniqueness and resistance to cloning.

The challenge lies in integrating PUFs into a comprehensive challenge-response

mechanism that ensures the security and efficiency required for Autonomous Vehicles

(AVs).
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PUF-based authentication mechanisms face challenges in resisting predictive attacks and

lack robust frameworks for real-world adversarial testing.



PUF-Physical Unclonable Function
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The Physical Unclonable Function (PUF) is a hardware-based security technology that uses the

unique physical characteristics of devices to generate identifiers. This helps protect the device

from being copied or tampered with.

On-Board Units (OBUs)
On-Board Units (OBUs) are electronic devices installed in vehicles to enable communication

with other vehicles, infrastructure, or systems. 

Trusted Authority (TA)
A Trusted Authority (TA) is a reliable organization or system that verifies identities, manages

security credentials, and ensures trust in digital communications, such as in authentication or

encryption processes.
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Challenge Response Mechanism

The Challenge-Response Mechanism is a security method where a system sends a random

question (challenge) to a user or device, and the user/device must provide the correct answer

(response) to prove their identity.



Title Authors
Publishe
d Year

Two-Factor Authentication Protocol Using Physical
Unclonable Function for IoV

Qi Jiang
Xin Zhang
Ning Zhang
Youliang Tian
Xindi Ma
Jianfeng Ma

2019

Chaotic map-based authentication scheme using
physical unclonable function for Internet of
autonomous vehicle

Jie Cui
Hong Zhong 
Lu Wei

2022

Cyber Security Protocol for Secure Traffic Monitoring
Systems using PUF-based Key Management
( Key Generation module)

Vikramkumar Pudi
 Srinivasu Bodapati  
Sachin Kumar
 Anupam
Chattopadhyay

2021

EXISTING RESEARCH
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https://ieeexplore.ieee.org/author/37085720777


Research / Review
Paper / Article

Resistant to Side-
Channel Attacks

Implemented Challenge-
Response Mechanism

Environmental Variability

Research [1] 

Research [2] 

Research [3] 

Proposed Solution

RESEARCH GAP
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OBJECTIVES

SUB OBJECTIVES

MAIN OBJECTIVES 

Develop a PUF-based challenge-response mechanism to ensure robust
vehicle authentication and protection against physical attacks. 

Research current Physical Unclonable Function (PUF) technologies and

their use cases in security systems.

Analyze the benefits of different PUF types (e.g., SRAM, Ring Oscillator) for

vehicle authentication.

Develop a challenge-response mechanism utilizing PUF technology that is

tailored for vehicle authentication.

Conduct rigorous testing of the PUF-based authentication mechanism

under various Environmental scenarios.
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OBJECTIVES

Ongoing Objectives

Completed Objectives

implement the Challenge Response Mechanism using the Cryptographically
Secure Pseudorandom Number Generators(CSPNG).
Developed logging mechanism when genrate logs when authentication happen
and save the challenges and the response. 
An ML model is trained to simulate attacks, rigorously testing the PUF's
robustness 

Developed the Physical Unclonable Function (PUF) technologies and their use

cases in security systems.

Conduct rigorous testing of the PUF-based authentication mechanism under

various Environmental scenarios.
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METHODOLOGY
System Diagram 
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REQUIREMENTS
Functional Requirements:

The PUF must be implemented in such a
way that it can generate unique,
unpredictable responses based on
physical hardware characteristics.

 The system must support a challenge-
response protocol where a vehicle can
generate a response to a given challenge
using the PUF.

The system must verify the authenticity
of vehicles based on their challenge-
response pairs

Non- Functional 
Requirements:

Security
Performance
Reliability
Usability
Scalability

Technical Requirements:

Implement a secure random
number generator (RNG) to
produce unique and
unpredictable challenges.

Test PUF responses under
various environmental conditions
(temperature, voltage) to ensure
stability.

Implement a system to
periodically regenerate
challenges to ensure they are
unpredictable.
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TOOLS &
TECHNOLOGIES

Technologies

C++
Python
PyCrypto
Raspberry Pi

Algorythm & 
Architechtures

challenge-response mechanism
Physical Unclonable Functions 

Techniques

Performance Evaluation
Data Encryption and
Decryption
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Hardware Components Needed

Microcontroller/FPGA (Optional)
Inverters (Odd Number)- ensuring uniqueness and unpredictability in responses.
Multiplexers (MUX) - 
Counters
Comparator
Clock Source
Power Supply Circuit
Pull-Up/Pull-Down Resistors
Output Buffer



IT21146442   |   Jayasinghe K.A.C.T   |   24-25J-140

36
Challenge-Response Mechanism

Challenge generate 

The Challenge-Response System uses
secure cryptographic challenges and
hash-based response validation for
user authentication. It ensures
detailed logging, robust file
management, and strong security
against replay attacks.
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Challenge-Response Mechanism

Responses  Generate 



authentication successful
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Challenge-Response Mechanism

Log generate
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Response Unpredictability

https://www.kaggle.com/datasets/khalidtmursi/attacking-xor-physical-unclonable-function-crps
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The firs column shows the input challenges printed in hexadecimal.
           The second column indicates the output response of the giving challenge.
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BACKGROUND & RESEARCH
PROBLEM
GPS is crucial in modern applications, from navigation to autonomous vehicles.

Integration of GPS into critical systems has advanced rapidly, improving efficiency and

autonomy.

Increased reliance on GPS makes systems vulnerable to threats, particularly spoofing

attacks.

Spoofing involves transmitting fake GPS signals to mislead navigation systems.

This can result in erroneous positioning data, leading to misrouting of vehicles, accidents, or

unauthorized access to restricted areas.
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OBJECTIVES
Main Objectives

Sub Objectives
Collect high-quality GPS data (authentic and spoofed) for model training

and validation.

Evaluate and select suitable machine learning/deep learning models (e.g.,

RF, FCNN, KNN, SVM, XGBoost) for GPS anomaly detection.

Implement the detection system on an embedded device (e.g., Raspberry

Pi) for real-world deployment.

Sending real-time alerts and system status to the Android app to enhance

user interaction.

Measure system performance using key metrics: accuracy, false positive

rate, and processing speed to ensure reliability and robustness.
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The objective is to design and deploy a machine learning-based GPS

spoofing detection system that shall be capable of real-time analysis and

immediate threat notification.



METHODOLOGY
System Diagram 
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CURRENT PROGRESS
Balancing Data-set 

SMOTE
RandomunderSampler
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CURRENT PROGRESS
correlations of the Features
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seaborn plot



CURRENT PROGRESS
Selecting top features 
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CURRENT PROGRESS
Learning curves after training the Random forest model
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CURRENT PROGRESS
Deep learning (FCNN)
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CURRENT PROGRESS
Accuracy  compared with other models with all features
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REQUIREMENTS
Functional Requirements

Analyze deviations from expected
routes to identify possible spoofing.

Detect irregular patterns in the GPS
data that indicate spoofing attacks.

The system should identify spoofing
attacks in real time.

Train the models and check the
accuracy levels of the data set

Non- Functional 
Requirements

Security
Performance
Reliability
Usability
Scalability

Technical Requirements

Implement machine learning or
statistical models for trajectory
and anomaly detection.

Deploy sufficient computational
resources to handle real-time
data processing and analysis.

 Use appropriate programming
languages (e.g., Python, C++)
for system development.
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TOOLS & TECHNOLOGIES
Technologies

TensorFlow
Python 
Sklearn
Jupyter

Architectures & Algorithms 

Random forest
KNN
FCNN
XGBoost
SVM

Techniques

Combining multiple detection
algorithms to improve overall
detection accuracy and reduce
false positives/negatives.

Extracting relevant features
from raw GPS data (e.g., speed,
acceleration, heading changes)
to improve model
performance.
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