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INTRODUCTION

 Smart Key System: We are developing a smart key
system using an Android app to replace traditional vehicle
key fobs, enhancing security and convenience.

 Lightweight mechanism to mitigate Black-Hole Attack:
Our research includes implementing lightweight ECC for
secure Vehicle-to-Vehicle (V2V) and Vehicle-to-
Infrastructure (V2I) communications, protecting against
network attacks.

e Physical Unclonable Functions (PUFs): We are utilizing
PUFs to create a robust challenge-response mechanism,
enhancing authentication and guarding against side-
channel attacks.

o Mitigate GPS Spoofing: A machine learning-based
anomaly detection system is being developed to identify
and counter GPS spoofing, ensuring reliable navigation
for autonomous vehicles.
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OBJECTIVES

To enhance the overall security of autonomous

vehicles by developing the following

components:

e Developing a Smart Key Vehicle Entry System
e Implement ECC-based authentication for V2V/V2l communications

e Implement a PUF based challenge response mechanism for autonomous

vehicles.
e Develop comprehensive anomaly-based GPS spoofing detection

framework.
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Research Questions

e How to enhance security by Iintroducing a android application instead of
traditional key fobs?

e How can lighweight ECC improve V2V and V2| security and efficiency?

e How effective is ECC-based authentication in mitigating black hole
attacks compared to PKI?

e How can PUFs provide secure challenge-response mechanisms for
autonomous vehicles?

e How can machine learning detect and mitigate GPS spoofing in
autonomous vehicles?
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Suggested Improvements

e In first component, Instead of only focusing on autonomous vehicles, focus on
all the vehicle models whether its autonomous or not.

e In the RP meeting, mentioned that each components are not interconnected so
we did a deep background research and changed a little bit of outline to

Interconnect each component.

ESHSLIIT
% FACULTY OF COMPUTING IT21369810| Wickramaarachchi J.C. | 24-25J-140



SLIT

SYSTEM DIAGRAM

Elac:kend Server

eE

Cmnmignffﬁ ng

ECC
Authentication

Machine Learning
Model

— Real time
bl 5 alerts

System status

-i"’

&n

‘o—o’

VANET Simulation

SLIIT
*FACULTY OF COMPUTING

L
LY
%

Authentic GPS
data h\

 Communication layer
Flask
S— P
| Flask- o et
- ScocketlO ¢ A
' o
.
’.'Rasberw pi
b ﬁ“,.
Accuracy Processing
speed

ECC - Elliptic Curve Cryptography
V2V - Vehicle to Vehicle

V2l - Vehicle to Infrastructure
VANET - Vehiculat Ad Hoc Netowork
RS3U - Road Side Unit

OBU - On Board Unit

Spoofed GPS
siqrna!

‘4 ¥ Preprocessing unit |
Data cleaning
Data
Balancing

Feature
Selection

T



‘\l -
T2136981-425J14o

|
1T21369810
Wickramaarachchi J.C.

Cyber Security




BACKGROUND & RESEARCH
PROBLEM

e Traditional vehicle entry systems with basic RF chip key fobs are vulnerable to attacks like replay,

roll jam, and rollback due to limited encryption and power constraints, making them easy targets

for attackers.

e |In the current automotive world most of the vehicles such as Honda Fit 2022, Honda Civic 2022,

Honda VE-12022, Honda Breeze 2022 are vulnerable to Rolling-PWN attack.

F

e Current Android key fobs are often designed

specifically for each manufacturer, limiting

interoperability and flexibility across different vehicle

brands.
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OBJECTIVES A

Main Objectives

e To develop an Android application that replaces traditional key fobs by leveraging smartphones'
computational power to generate longer and more secure encryption keys, encrypt signals to
prevent man-in-the-middle attacks, and incorporate user authentication with Role-Based Access
Control (RBAC) and time-based permissions for granting temporary access to authorized

individuals.

Sub Objectives

e Design and Development of the Android

Application

Implement Enhanced Encryption Method

e Incorporate User Authentication and Access
Control

Establish Secure Communication Protocols
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REQUIREMENTS

Non- Functional

Functional Requirements:

SLIIT

e Authenticate users using

passwords, biometrics, or multi-
factor authentication (MFA).

Implement Role-Based Access
Control (RBAC) for temporary
aCCess permissions.

Generate secure encryption keys
and encrypt communications to
prevent interception.

Allow users to unlock, lock, and
start the vehicle through the

app.

Wi FACULTY OF COMPUTING

Requirements:

Security
Performance
Reliability
Usability
Scalability
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Technical Requirements:

Develop for Android,
compatible with various
smartphone models.

Operate both online and
offline, using secure
network protocols.

Use Kotlin and encryption
libraries for development.



TOOLS & TECHNOLOGIES

Technologies Algorithms & Architectures Techniques
e Flutter(Android App e AES (Advanced Encryption e End-to-End Encryption
Development) Standard) e Time Stamped Ephemeral
e Firebase e Role-Based Access Control keys
e NFC (BLE) (RBAC)
e Python e Multi-Factor Authentication
e AWS (MFA)
e Raspberry Pi e Elliptic Curve Cryptography
(ECOC)

dWS

/ Firebase "

N FC\\\
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Current Progress

Train ML Model to identify time series access anomalies.

Use a dynamic risk matrix to calculate risk values.
e Design wireframe for the mobile application.
Start to design Ul for the mobile application.

Test and check model and the function.

Future Step

e Complete a mobile application.

Create user groups and dynamic secret key for communication

Connect Raspberry pi with the application

Use a Backend server for communication with Hardware component and
the application.
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Current Progress

Survey to identify Sri Lankan user perspective and security knowledge

How secure do you think your current unlocking system is? O copy chart . A s !
¥ Y 38y = If we introduced an NFC-based unlocking system to mitigate such risks, would

you consider transferring to it?

5 (35.7%) 5 (35.7%)

$ Yes
@ Mo
@ Maybe

2{14.3%)

How would you rate your concern about unauthorized access or misuse of the |_|:| Copy chart
vehicle?

This system may require additional hardware installation. Would you still be
interested if the answer is yes?

@ High

. @ Ves
& Medium @ Mo
& Low @ Maybe

2% LT
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Current Progress

ML and -Data set

e B ey o ey B S Do e | 5 i o A B, S W [ I . T LI =Ry Py MR P SR TR | L ] O e e T B e A L B e I [y G Ly NI Bk s o T e B B iy P e o i B 5
L= i i LI T e CEE T R B e L] P o Ty ey L] Rl el ey = L ] ] - e
b Ol -l O nl ITTERR R mm Tl L - LRI IR g oy Lro ey e g - L= ] L= =
Fagam [ [ T e T R B Eobrirep i i e B e B L5 s Ea T Tl i - Cemdla Ty Tmis L=

] 5 PR T T T R B o o N . FEF S =1 [ [ hply | — [ [y [ Ry Tl i
- m . m "EER i | Hasiee e o e e Eah L= — = - -
=, 1 1 s WV SLISEE T - ] i irliai el e LR FIRE = Faall Facla L . Caami
= I L T N R T ol R LT LI | ] | Rl [ By e i Fadn
ol i L [ I N PR TR i of Vinkd PR ol LRLY FES i ] e =1 - - -1
- oaimmm I ) . PEN b g 0y g E i gk L= & i am Ty ma
- R ] i T e . . 1L Rl i R TR [ - [ (e [ [P H
! =% E B = TS R 0 T R —l-----ll - 'l—'-".TI'l'-'I L ey Leo ] oy oy
ol o i = a] i L S [EEF SNERET Rt T J.I'III_-T'I.I'I R e L = -

il =5 1 B O R e Y b T Myl Rl g Sl L ] ity
il =i ] 1 " Rl L ol Tk ol Tl ey oy iy Sy L L ]
[ ] ] L i oai g T w1 e B ) o b BPEAS et ¥ A == -
¥ ! 1 Fl T R TERSSE W # OLRE N it Pr— FERIL L L =s | Fmmlin By aalis el
L L | B _ T MR ] AR B § T [ ] L RALLE LT s L s S S
— L B S mf S o LR ] [] mn FiFpiR] ek B =11 = =2 - ‘-}
i i O G| RGN L EREE u N N e | - Bl |9 . Rl
- | B " i SENE T | . B R ey L1 L T L] '
il =i ] 4 i S ul i i e T we i il ol el o R i i i Rty gy L] LT ] g gy
AL i I EE ) pEEETE N EETTR wkrlom ks i p— P R |5 [ g r. R
T = | B R N F I nFE = b [ b gl L L ] ety Ry g
il =i T B i Sl mi AR D il S R b = i imim SR Sy =] aarf =y ]
- e n 1 PR TR T S T G ol g @ E— ok ] e [ (=5 e e R
Y el ] - O m RN . T VRPN Tha TE b B il | Rl Bl [ (S I Fawi g Eagin
i E i Sl a il o ol i & o i e = L= = i = o]
e n T om) e iefE W . o e Ll Heki i wam kil mar
s ! B ' i B R A E | - RN TN | - By | .5 il Epalf
¥ Eoll] il 1 B S A el Bf ey | o | Lo Vil oD = SEL IR L ey LEo ] gy oy
CRE. ] 5 O m)imieid  d a5 L R w Pare—— (L T SRR Pt —_ war = FRar
[ ] § = Ry TR TR T T —— ISNT " T Rils; Byl kg Baglly iy
L L T B Uk R ] ol T L N ] Ll | il 0y gy iy iy Sy iy
T 1 i e i pmijicEne & Fewdrs INEE LN = [ P il T “Rarl
o ' 5 T . " T TR ST FEE TR L= r ] Nl Rl Bl iy ki i
A L] L B R L e B EE AL e (REL_- T L L iy A oy Lo
i i S a A B S ol el gl i e e | il a L= Ll =Eall R
L L] ] n mm g et g s g ——— 5 e s | - E e it - FRa
L ] E i = A s I F b eeE b e i | el bty ] by R By =
- ] T T T LR TR ] uT N b L FRF . JIS = L ] m —_— -
= u LR TR ST s ] o Y A I A e Rl [ Bl e s Bl o Eumpe l-!}
= & B =N RS Eh VE§ b - | i L ] bt L] L =k By b
Fralimim i i (I T S W T P ] b | R 0 E——f 1§ i ok i _— = —-_—r -
(SR T 1 i ey P s o | —— iF i ks [ [ oy — — ZE United K”jg[i{]m

o ) & T TR T ST ¥ LI ] e [ [ e [ [

L B B 1 R ul s o TR i Fersrs b imfasm i b ol = ot 8 - - - -

~ North America (3)

I*l Canada
il Mexico
B |United States of America

SLIT
FACULTY OF COMPUTING IT21369810] Wickramaarachchi J.C. | 24-25J-140



Current Progress

Accuracy - Isolation forest
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Current Progress

Accuracy - Autoencoders

Training vs Validation Loss

—— Training Loss

0.074 4 - TR
- Validation Loss

0.072 A

0.070

Loss

0.068 -

0.066

0.064 4

Epochs

/3 25 Imt/step

33 05 Jmx/stlep

Normal Data Metrics: Accuracy=0.9436615718309859, Precision=0.0, Recall-8.8, Fl=-0.8

fusr/local/lib/pythond. 18/dist-packages/sklearn/metrics/ classification.py:1531: UndefinedMetricWarning: Recall is ill-defined and beinyg

warn prf{average, modifier, f"{metric.capitalize()} is", len{result))
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Current Progress

Wireframes

X

welcome.

Securd =nd Harag? Your VEnicR with Ezzdl

()

ooo

E.Er_l.mi'ﬁ Er-nF'l'maF_l.A&.
Biomatric st nbicabon,

Tint @walaation s,

-

IRt " [ i 1
RICTRICITONS DT TN TIEX SCThtiE s,
ol

Get Started

Create an Recount

Tl dazend

S ve

Hreaosd haw? an accow s Sian In

it SLIT

Wi FACULTY OF COMPUTING

S'Iﬂn\n

Ernail Bddre=s

Password

Shn':n

Torgot Password?

Dont have an account! Sign Up

IT21369810]

Wickramaarachchi J.C.

24-25J-140



Current Pro
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Current Progress

Wireframes
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BACKGROUND &
RESEARCH PROBLEM

Current Authentication Mechanisms: Existing V2V and V2|
communication systems primarily use traditional cryptographic methods,

Black Hole Attacks: V2V and V2l communications are vulnerable to black
hole attacks, where malicious nodes drop packets, disrupting network
reliability and safety.

Advantages of ECC: Elliptic Curve Cryptography (ECC) offers stronger
security with smaller key sizes, making it suitable for resource-
constrained environments like vehicular networks.

Incorporating Machine Learning

Adds a proactive layer to traditional authentication by detecting
potential threats before authentication. Enhances efficiency and
precision in mitigating black hole attacks in real-time.
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RESEARCH GAP

Research

[1]

Research x
[2]

Research

[3]

Proposed

Solution
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OBJECTIVES

Completed Objectives
e Machine Learning Model:

Developed a model to detect black hole attacks by classifying nodes as normal or

malicious using dataset-driven training.
e Setup Simulation Environment:

Set up a simulation environment on Ubuntu using NS-3 and SUMO.Simulated vehicular

communication scenarios with normal and black hole-affected nodes.

Ongoing Objectives
e Implementing ECC Framework:

Currently working on refining Elliptic Curve Cryptography (ECC) for efficient and

lightweight authentication in vehicular networks.
e Integration of ML Modael:

Work in progress to integrate the trained ML model with the simulation to enable real-

time detection of black hole attacks.

| a5 SLIIT
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OBJECTIVES

Future Objectives

e Real-Time Demonstration:

Fully integrate the ML model and ECC in the simulation for real-time attack detection

and response.

e System Validation:

Test the integrated system in more extensive, realistic vehicular scenarios to validate

performance and scalability.

. =22 SLIT
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DATA COLLECTION

How These Factors Detect Blackhole Attacks
e Packet Dropping Behavior: Components like
rcvTime and attack directly reveal dropped
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packets or delays caused by malicious nodes.

e Inconsistent Vehicle Dynamics: Fields like
pos, spd, and acl, along with their noisy
counterparts, help detect irregularities In
movement patterns.

e Tampered Data Patterns: Noise components
(pos_noise, spd_noise, acl_noise, hed_noise)
highlight inconsistencies in communication
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reliability.
e Directional Disruptions: Changes in hed and
its noise components can indicate malicious

O D s D DD DD D DD D DD DD D DD DD DD D DD DD e

activities altering routing directions or data
Data Set flow.

The dataset was already cleaned and preproccessed
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TRAINING MODEL

sklearn.svm import SVR

sklearn.model_selection import train_test_split
sklearn.preprocessing import StandardScaler
sklearn.metrics import mean_squared_error

label_encoder = LabelEncoder()

data['type_num'] = label_encoder.fit_transform(datal'type'])

f model_score(model):
modeL.fit(X_ti :
acc model.score( X

print

Data Pre-processing
Model Training

Result ; real vs predicted

X_train, X_test, y_train, v_test train_test_split(X
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MODEL EVALUATION

° from sklearn.ensemble import RandomForestClassifier
rf = RandomForestClassifier()
model score(rt)

from sklearn.neighbors import KNeighborsClassifier
knn = KNeighborsClassifier(n neighbors=3)
model score(knn)

from sklearn.tree import DecisionTreeClassifier
dt = DecisionTreeClassifier()
model score(dt)

RandomForestClassifier() | .81
KNeighborsClassifier(n neighbors=3) |
DecisionTreeClassifier() | ©.643333333

a.
3

7
3

Random Forest, K-Nearest Neighbors, and Decision Tree models were trained and
optimized using Grid Search. The Random Forest model, with the highest accuracy,

was selected for predictions.

== SLIT
wii” FACULTY OF COMPUTING



CREATE A

Attack Prediction System

Blackhole Sidebar

Perindit

FredictaeT |




Testing NS3, NetAnim and Sumcfi5

-
N -0 X
X
Ammator | Stats | Packets
-
- [ECEE ¥ o L -] wac
>
L) .
A K
. 0.0,0.0 292.5,00 el B
? ) Blackhole Made
gy
- [
2
a - 3
L
g 0.0.464.5 292.5,464.5 S05.0,464.5
L 5
[}
7
8
0.0,929.0 292.5.929.0 H5.0.9290

{851.457, 946.403)

Sermvulation Completed

5 SUMO

1.21.0
Linux-6.8.8-45-generic x86

20B1l-2024

sumo Version
Ll 4 ':_-I r"i L 1 :": i ::' - '::I

(DLR) and others:

FMI GUI Intl SWIG Eigen GDAL GL2PS

feumo.dlr.de

Helease

Lerman Aerospace Lenter

License EPL-2.8: Eclipse Public License Version 2 <https://eclipse.org/legal/epl-v20.html>

Use --help get the list of options.




REQUIREMENTS &

Functional Requirements: Non- Functional Technical Requirements:
Requirements:

 Black Hole Detection: Identify black hole e High accuracy e NS-3 and NetAnim: Simulation

attacks in V2V and V2| communication. e low latency environment for vehicular
e Authentication Mechanism: Use ECC to e Availability networks.

authenticate or revoke nodes after e User friendly

detection. Visualisation e Python & ML Libraries: Develop
e Real-time Simulation: Simulate and e Scalability and train the detection model.

demonstrate attack scenarios and

countermeasures. e SUMO Integration: Optional for
e Data Logging: Record communication mobility simulation of vehicles.

data for analysis and validation.
e Hardware Requirements:
Ubuntu system with sufficient
resources for simulation and
training.
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IT21099472 | Al Balushi O.T.M.G | 24-25J-140 % FACULTY OF COMPUTING



N—
TOOLS &
TECHNOLOGIES

Technologies Algorythm & Techniques

Architechtures
e NS3 and NetAnim

etwork simulation and e Random Forest: Best-  Feature Engineering:
visualization. performing model for attack Identify critical factors like

e SUMO detection. position, speed, and header
Vehicular mobility e Elliptic Curve Cryptography values.
modeling. (ECC): e Simulation: Demonstrate

e Python e Lightweight authentication attack behavior and

mechanism. mitigation strategies
visually.

ANS-3 @ ?
523 SLIIT
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BACKGROUND & RESEARCH
PROBLEM

e Traditional cryptographic methods are becoming insufficient because they are vulnerable to

sophisticated side-channel attacks, cloning attempts, and tampering threats.
e Physical Unclonable Functions (PUFs) offer a promising solution due to their inherent
uniqueness and resistance to cloning.

e The challenge lies in integrating PUFs into a comprehensive challenge-response

mechanism that ensures the security and efficiency required for Autonomous Vehicles

(AVs).
e PUF-based authentication mechanisms face challenges in resisting predictive attacks and

lack robust frameworks for real-world adversarial testing.

fi--?SUlT IT21146442 | Jayasinghe KA.C.T | 24-25J-140



UF-Physical Unclonable Function

e \The Physical Unclonable Function (PUF) is a hardware-based security technology that uses the
unigue physical characteristics of devices to generate identifiers. This helps protect the device

rom being copied or tampered with.

dn-Board Units (OBUs)

— _

e On-Board Units (OBUs) are electronic devices installed in vehicles to enable communication

ith other vehicles, infrastructure, or systems.

rusted Authority (TA)

e /A Trusted Authority (TA) is a reliable organization or system that verifies identities, manages
security credentials, and ensures trust in digital communications, such as in authentication or
encryption processes.
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hallenge Response Mechanism

e [The Challenge-Response Mechanism is a security method where a system sends a random
question (challenge) to a user or device, and the user/device must provide the correct answer

(response) to prove their identity.

Challenge

User System

Hesponse
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EXISTING
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e QiJiang
e Xin Zhang
Two-Factor Authentication Protocol Using Physical e Ning Zhang
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( Key Generation module)

e Youliang Tian
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e Jianfeng Ma

e Jie Cui
e Hong Zhong
e LuWei
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e Sachin Kumar
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RESEARCH GAP

Research [1]

Research [2]

Research [3]

Proposed Solution
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OBJECTIVES

MAIN OBJECTIVES

Develop a PUF-based challenge-response mechanism to ensure robust
vehicle authentication and protection against physical attacks.

SUB OBJECTIVES
e Research current Physical Unclonable Function (PUF) technologies and

their use cases in security systems.

e Analyze the benefits of different PUF types (e.g., SRAM, Ring Oscillator) for
vehicle authentication.

e Develop a challenge-response mechanism utilizing PUF technology that is
tailored for vehicle authentication.

e Conduct rigorous testing of the PUF-based authentication mechanism
under various Environmental scenarios.

IT21146442 | Jayasinghe KA.CT | 24-
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OBJECTIVES

Completed Objectives

e Mmplement the Challenge Response Mechanism using the Cryptographically
Secure Pseudorandom Number Generators(CSPNG).

e Developed logging mechanism when genrate logs when authentication happen
and save the challenges and the response.

e An ML model is trained to simulate attacks, rigorously testing the PUF's

robustness

Ongoing Objectives

e Developed the Physical Unclonable Function (PUF) technologies and their use

Cases IN security systems.
e Conduct rigorous testing of the PUF-based authentication mechanism under

various Environmental scenarios.

IT21146442 | Jayasinghe KA.C.T | 24-26J-140



METHODOLOGY

System Diagram
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( ) y PUF
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generate :iAIATATS challenge
Trusted Auth
oBU

If the response generated
the TA matches the response
generated by the PUF,
authentication is performed

send responded 1o the
challenge

generate the logs of the data
and seand to the android Key
fob

mobile key fob
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REQUIREMENTS

Functional Requirements:

e The PUF must be implemented in such a
way that it can generate unique,
unpredictable responses based on
physical hardware characteristics.

e The system must support a challenge-
response protocol where a vehicle can
generate a response to a given challenge
using the PUF.

e The system must verify the authenticity
of vehicles based on their challenge-
response pairs

Non- Functional

Requirements:

Security
Performance
Reliability
Usability
Scalability

Technical Requirements:

e Implement a secure random

number generator (RNG) to
produce unique and
unpredictable challenges.

Test PUF responses under
various environmental conditions
(temperature, voltage) to ensure
stability.

Implement a system to
periodically regenerate
challenges to ensure they are
unpredictable.
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N—
TOOLS &
TECHNOLOGIES

Technologies Algorythm & Techniques
Architechtures
e C++ e challenge-response mechanism e Performance Evaluation
e Python e Physical Unclonable Functions e Data Encryption and
e PyCrypto Decryption
> e Raspberry Pi

A
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Hardware Components Needed

e Microcontroller/FPGA (Optional)
e Inverters (Odd Number)- ensuring uniqueness and unpredictability in responses.
e Multiplexers (MUX) -
e Counters
o"Comparator
ock Source

Power Supply Circuit
o Pull-Up/Pull-Down Resistors
o Qutput Buffer

#2 SLIT
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Challenge- Respo

Challenge generate

The Challenge-Response System uses

secure cryptographic challenges and configure_logging():
hash-based response validation for e st gt
user authentication. It ensures andler = Rotatings ndler(

detailed |Ogging, robust file & i [T S i maxBytes=10008, backupCount=%

management, and strong security

format ter FANE .| itter(

against'replay attacks. handler. setFormatter(formatter)
lopgper . addHand ler(hand ler)
| op e

|'-!'_!'_|-r' r|'-|:F]|'_||r|' ]":'|'.|'r1“|'-[:=

init (self, filename

o 1 F _F1 | innome t 1 i

S Co\Users\Chanal Javasinghe\Desktop'es folde

anerating a chal longs. . .
ageratiedd Chal ._I'.":|:|': GEL O OF AATOS LR
e This P |:|':"||l|'.:'.|'|| S oS o Tl

]1[
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-
£l

Responses Geherate

hashed response = hashlib.sha256(challenge.encode( " utf-8")).hexdigest().upper()

hashed response|: ||,:-|

main():
print("Ent

challenge input(“challenge: ").strip().upper{)

IERMIMNAL

S Ci:\Users\Chamal Jayasinghe\Desktop\New folder (9)> &

nter the received challenge:

hallenge: 68CC79F7A1953AB3

alculated Response: E7C785583569C3B2

Thank you for using the Challenge-Response Client!

S C:\Users\Chamal Jayasinghe\Desktop\New tolder (9)> I

IT21146442 | Jayasinghe KA.C.T | 24-25J-140



Challenge-Respons

authentication successful

PS C:\Users\Chamal Jayasinghe\Desktop\New folder (9)> & '

Generating a challenge...

Generated Cchal lenpe: 6BCC79F7A1953AB3

Enter the PUF-penerated response for the challenpge: E7C785503569C3B2
Authentication Successful!

Thank you for using the Challenge-Response System!

PS C:\Users\Chamal Jayasinghe\Desktop\New folder (9)> I

Log generate

eaponse System started,
iput for response.
e System started,
cessful for chal lenge.
savied: Chal lenge:
Wi tiem Find shod,
cystiom started.
easful for chall
nse savid: Challenpe: OFABGADDMDEERRDS, Response: BATARGAES24D8639, Result: Success
wabem Finishoed,
» guatom started.

esuful for chal lenge.

¢ saved: Challenpe: GBCCTOF TALSSIARY, Response: EFCTESS03565C3H2, Result: Success

s system Tinished.

HHEI SLIT
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Dataset Used to Train Attac for Testing PUF N

Response Unpredictability

L& oy w = B & & 8% D

B - N m : | L @ o by o & Eiid i

e - i ATHD & THA = 3 Hew Matetook m ;
Attacking XOR Physical Unclonable Function B B
T et BB

About Dataset

Content
Enpected updale frequendy

The folder has two zip files as follows:

1 T
o : - 4 1o © XPUF synthetic CRPs: e

HEI SLIT
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Dataset Used to Train Attac for Testing PUF | =

Response Unpredictability

2E14E835024DDECS9;1
/FBD86SA2EFF6F2E;1
6/ADE2FFD8C8C393;0
1899FD64BA5DD5F8;1
5D35D5C98672A65D;1
EB356C2EC7BB34C2;1
B44CCA93080EEE127;1
BC2FD2F81CB78B8C;1
D292A35DBDD353F1 ;@
C22931C23EF2DA56;1
BDA77E27B2CA1EEBB;1
AFC1888CE48D2120;0
3B2B58@F1556FE185;0
BA9BD/5641A65FEA;1
AGBE1BBBSB6A49CAF ;1

98AF1E206D5E96E4 ;1 ] ] _ _ _
A3FFDESSFA484F19;1 The firs column shows the IﬂpUt Challenges prlnted IN hexadecimal.

TESASCEAJCDSCS/E @ . . ..
B The second column indicates the output response of the giving challenge.

22D893B44A5ABECA4S8;1
9A184C19595C9CAD;1
BAEBC27ESD81©B12;0

SLIT
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Dataset Used to Train Attac for Testing PUF \, N

Response Unpredictability

RandomForestRegressor() | -0.011215328177698103
KNeighborsClassifier(n neighbors=3) | 0.49856
LogisticRegression() | ©.51992

Lasso() | -7.122782718971266e-06
DecisionTreeRegressor() | -©.9965516101635832
Ridge() | ©.0005188718068925846
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BACKGROUND & RESEARCH
PROBLEM

e GPS is crucial in modern applications, from navigation to autonomous vehicles.

e Integration of GPS into critical systems has advanced rapidly, improving efficiency and
autonomy.

e Increased reliance on GPS makes systems vulnerable to threats, particularly spoofing
attacks.

e Spoofing involves transmitting fake GPS signals to mislead navigation systems.

e This can result in erroneous positioning data, leading to misrouting of vehicles, accidents, or

unauthorized access to restricted areas.

i SLIIT
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OBJECTIVES

Main Objectives
e The objective is to design and deploy a machine learning-based GPS
spoofing detection system that shall be capable of real-time analysis and

immediate threat notification.

Sub Objectives

e Collect high-quality GPS data (authentic and spoofed) for model training
and validation.

e Evaluate and select suitable machine learning/deep learning models (e.g.,
RF, FCNN, KNN, SVM, XGBoost) for GPS anomaly detection.

e Implement the detection system on an embedded device (e.g., Raspberry

Pi) for real-world deployment.

e Sending real-time alerts and system status to the Android app to enhance
user interaction.

e Measure system performance using key metrics: accuracy, false positive

rate, and processing speed to ensure reliability and robustness.
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METHODOLOGY 42
System Diagram \ \
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CURRENT PROGRESS

Balancing Data-set
e SMOTE
¢ RandomunderSampler

Class Distribution in the Dataset Class Distribution in Balanced Dataset
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CURRENT PROGRESS

correlations of the Features
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CURRENT PROGRESS

Selecting top features

Feature Importance

Roll (deg)
Pitch (deg)
Heading idt-gln
Wi deu;

Yow Rate (deg/s
Velocity (m/s

Steening Angle (deg
Relative Altitudes (m)
Altitude AMSL (m)

Altitude Turi
Altitude Tuning Setpoi

¥X-Track Error (m
Travelled Distance (m
_ Run Time
Distance To Home (m)
Miszion Index
I-f«u-l:hrn'g,l To Next WP (deg)
Heading To Home (deg)
Distance Ta GCS (m)
Throttle (%)
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Clock Time
Clock Date
GPS Latitude
GPFS Lumi!ltude
GPFS MGRS
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GPS VDOP
GPS Course
Satellite Locks
Satelhte Count
Longitudinal Position {m)
Lateral Position {m)
~ Vertical Position (m}
Longitudinal VeloCity (m/s
Absolute Longitudinal Velocity (m/s
Lateral Velocity (m/s)
Absolute Lateral Velocity (m/s)
Vertical Vielocity (mys)
Temperature (F)
Longitudinal Vibration
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Vertical Vibration
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CURRENT PROGRESS

Learning curves after training the Random forest model

Learning Curve - Random Forest (With Noise)

Learning Curve - Random Forest
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CURRENT PROGRESS
Deep learning (FCNN)

FCNN Accuracy FCNN Loss
0_10 - { | | i 1] oty
—— Training Accuracy | == —— Training Loss
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g g
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0.980 1
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0.02
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Epochs Epochs
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CURRENT PROGRESS
Accuracy compared with other models with all features

Training Logistic Regression... Classification Report for SVM:

Classification Report for Logistic Regression: precision recall support

precision recall fi1-score support
.97 0.99 . 5171

8.95 .98 8.97 5171 ©.99 0.97 . 5044

0.938 0.94 0.96 5044

accuracy 0.96 10215 accuracy - 19215
macro avg 8.97 0.96 0.96 18215 macro avg 9.983 . 186215
weighted avg 0.96 0.96 0.96 10215 weighted avg 0.98 . 10215

Logistic Regression ROC-AUC Score: 0.9916
SVM ROC-AUC Score: 8.9938

Training Gradient Boosting...
Classification Report for KNN:

Classification Report for Gradient Boosting: precision recall fi1-score support
prigcision recall f1-score support

1.00 0.99 9.99 5171

©.99 0.99 0.99 5171 .99 1.08 ©.99 5844
0.99 0.99 9.99 5844

accuracy 9.99 18215

ELCE L B Heledl2 macro avg 0.99 .99 10215

weighted avg ©.99 9.99 9.99 18215

- . KNN ROC-AUC Score: 6.9992
Gradient Boosting ROC-AUC Score: ©.9999
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REQUIREMENTS

Functional Requirements

e Analyze deviations from expected
routes to identify possible spoofing.

e Detect irregular patterns in the GPS
data that indicate spoofing attacks.

e The system should identify spoofing
attacks in real time.

e Train the models and check the

accuracy levels of the data set

1T21249648 | Wanigasekara W.M.IL.W |

Non- Functional
Requirements

e Security

e Performance
e Reliability

e Usability
Scalability

24-257J-140

Technical Requirements

Implement machine learning or
statistical models for trajectory
and anomaly detection.

Deploy sufficient computational
resources to handle real-time
data processing and analysis.

Use appropriate programming
languages (e.g., Python, C++)
for system development.
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TOOLS & TECHNOLOGIES

Technologies Architectures & Algorithms Techniques
e TensorFlow e Random forest e Combining multiple detection
e Python e KNN algorithms to improve overall
o Sklearn e FCNN detection accuracy and reduce
e Jupyter o XGBoost false positives/negatives.
e SVM
e Extracting relevant features

. i >

from raw GPS data (e.g., speed,
jupyter

acceleration, heading changes)

ﬁ m to Improve model

Mg performance.
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