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Smart Key System: We are developing a smart key
system using an Android app to replace traditional vehicle
key fobs, enhancing security and convenience.

Lightweight mechanism to mitigate Black-Hole Attack:
Our research includes implementing lightweight ECC for
secure Vehicle-to-Vehicle (V2V) and Vehicle-to-
Infrastructure (V2I) communications, protecting against
network attacks.

Physical Unclonable Functions (PUFs): We are utilizing
PUFs to create a robust challenge-response mechanism,
enhancing authentication and guarding against side-
channel attacks.

Mitigate GPS Spoofing: A machine learning-based
anomaly detection system is being developed to identify
and counter GPS spoofing, ensuring reliable navigation
for autonomous vehicles.

INTRODUCTION
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OBJECTIVES

Developing a Smart Key Vehicle Entry System 

Implement ECC-based authentication for V2V/V2I communications

Implement a PUF based challenge response mechanism for autonomous

vehicles.

Develop comprehensive anomaly-based GPS spoofing detection

framework.

To enhance the overall security of autonomous

vehicles by developing the following

components:
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Research Questions

How to enhance security by introducing a android application instead of
traditional key fobs?

How can lighweight ECC improve V2V and V2I security and efficiency?

How can PUFs provide secure challenge-response mechanisms for
autonomous vehicles?

How can machine learning detect and mitigate GPS spoofing in
autonomous vehicles?

How effective is ECC-based authentication in mitigating black hole
attacks compared to PKI?
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Bridging the Gaps
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Expanded the system’s compatibility to support all vehicle models, not just
autonomous vehicles.

Addressed feedback from the RP meeting regarding component disconnection
by conducting in-depth research and refining the system architecture to ensure
seamless integration.

Implemented an offline unlocking mechanism based on the panel's
recommendation.

Replaced GPS with Bluetooth Low Energy (BLE) to improve accuracy in
detecting whether the user is within the vehicle's proximity.

Successfully integrated all hardware and software components with the mobile
application for a more cohesive user experience.
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Implementing Panel-Suggested Enhancements
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BACKGROUND & RESEARCH
PROBLEM
Traditional vehicle entry systems with basic RF chip key fobs are vulnerable to attacks like replay,

roll jam, and rollback due to limited encryption and power constraints, making them easy targets

for attackers.

Current Android key fobs are often designed

specifically for each manufacturer, limiting

interoperability and flexibility across different vehicle

brands.

In the current automotive world most of the vehicles such as Honda Fit 2022, Honda Civic 2022,

Honda VE-1 2022, Honda Breeze 2022 are vulnerable to Rolling-PWN attack.

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140
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OBJECTIVES
To develop an Android application that replaces traditional key fobs by leveraging smartphones'

computational power to generate longer and more secure encryption keys, encrypt signals to

prevent man-in-the-middle attacks, and incorporate user authentication with Role-Based Access

Control (RBAC) and time-based permissions for granting temporary access to authorized

individuals.

Main Objectives

Sub Objectives

Design and Development of the Android

Application

Implement Enhanced Encryption Method

Incorporate User Authentication and Access

Control

Establish Secure Communication Protocols

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140
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Title Authors
Publishe
d Year

[1] An Android-Based Multifactor Authentication for
Securing Passive Keyless Access System

Aditya D Naik
Ritvik Vibhu
Udbhav P Saboji
Vanisha R.M
Nagasundari S 
Prasad B Honnavalli

2022

[2] Enhancing Connected Vehicle Security: Innovations
in Two-Factor Authentication 

Huseyin Karacali 
Efecan Cebel 
Nevzat Donum 

2024

[3] PRESTvO: PRivacy Enabled Smartphone Based
Access to Vehicle On-Board Units

B. Groza
T. Andreica
A. Berdich
P. S. Murvay
E. H. Gurban

2024

EXISTING RESEARCH
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Research /
Review
Paper /
Article

Mobile
Application

Access
control for
the USERS 

Communication
using NFC

Key Fob
Anomaly

detection &
Risk

Calculation

VIN Number
Theft

Protection

Research
[1] 

Research
[2] 

Research
[3] 

Proposed
Solution

RESEARCH GAP
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METHODOLOGY
System Diagram 
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SECURITY MEASURES

Ephemeral Key Derivation (HKDF)
One-Time key usage
JWT with 1-Hour Expiry
Role-Based Access Control
AES-256-GCM Encryption
Mutual BLE Challenge-Response
Encrypted NFC Transmissions
Multi-Layed authentication
Stolen Vehicle Check
Biometric Authentication
Unlock Attempt Logging

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140
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list of security measures implemented in NexLock



Key Management &
Authentication
 Sequence Diagram 
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Key Management & Authentication
 Sequence Diagram 
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Raspberry Pi 4 model B 4GB
PN532 NFC RFID Module V3 Kits Reader Writer
DS3231 Precision RTC Real time Clock Memory Module
JBtek U-BLOX NEO-6M GPS Module and antenna

Used Hardware Components

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140
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NFC

TFT
SCreen

GPS
Module



REQUIREMENTS
Functional Requirements:

Authenticate users using
passwords, biometrics, or multi-
factor authentication (MFA).

Implement Role-Based Access
Control (RBAC) for temporary
access permissions.

Generate secure encryption keys
and encrypt communications to
prevent interception.

Allow users to unlock, lock, and
start the vehicle through the
app.

Non- Functional 
Requirements:

Security
Performance
Reliability
Usability
Scalability

Technical Requirements:
Develop for Android,
compatible with various
smartphone models.

Operate both online and
offline, using secure
network protocols.

 Use Kotlin and encryption
libraries for development.

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140
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AES (Advanced Encryption
Standard)
Role-Based Access Control
(RBAC)
Multi-Factor Authentication
(MFA)
Elliptic Curve Cryptography
(ECC)

Technologies

Flutter(Android App
Development) -
Firebase
NFC (BLE)
Python
Supabase
Raspberry Pi

Algorithms & Architectures Techniques

End-to-End Encryption
Time Stamped Ephemeral
keys

TOOLS & TECHNOLOGIES

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140
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Current Progress
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Train ML Model to identify time series access anomalies.
Use a dynamic risk matrix to calculate risk values.
Developed the mobile application.
Integrated the backend server for communication with application and the hardware.
Setup the Raspberry pi and other modules and connected with the application.
Used a strong cryptographic key management in the communication. 
Used Roles based user groups for vehicle access management.
Integrated with the PUF solution.

Future Step
Finetune the mobile application and integrate with other components.
Integrate and adjust the previously trained ML model with the backend
server to detect time anomalies.
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Current Progress
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Survey to identify Sri Lankan user perspective and security knowledge
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Current Progress
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ML and -Data set
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Current Progress
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Accuracy - Autoencoders 
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Current Progress
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Designed UI
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Current Progress
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Designed UI
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Current Progress

IT21369810|   Wickramaarachchi J.C.   |   24-25J-140

15

Designed UI
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Current Progress
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VIN Number Decoder 
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Stolen Checker



Current Progress
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Firebase FireStore Database
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CHALLENGES
Challenges
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One Raspberry Pi was damaged due to an unstable power supply.

Traditional NFC readers can only retrieve UIDs and cannot directly access NFC data.

Users should be able to unlock their vehicle even when it is offline.

Faced challenges with deprecated libraries and difficulties in app development.

Difficulty connecting Raspberry Pi with other modules.

Inconsistent location data affecting geofencing features.
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BACKGROUND &
RESEARCH PROBLEM

Current Authentication Mechanisms: Existing V2V and V2I
communication systems primarily use traditional cryptographic methods, 

Black Hole Attacks: V2V and V2I communications are vulnerable to black
hole attacks, where malicious nodes drop packets, disrupting network
reliability and safety.

Advantages of ECC: Elliptic Curve Cryptography (ECC) offers stronger
security with smaller key sizes, making it suitable for resource-
constrained environments like vehicular networks.

IT21099472   |   Al Balushi O.T.M.G   |   24-25J-140
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OBJECTIVES

Design and implement a lightweight authentication mechanism using ECC for V2V

communication

Completed Objectives

IT21099472   |   Al Balushi O.T.M.G   |   24-25J-140
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Mitigate blackhole attacks in vehicular networks through secure authentication

Ongoing Objectives

33

Evaluate performance metrics including authentication delay, throughput, jitter, and

packet loss

Quantify the impact of blackhole attacks on network performance

Adding trust level security among vehicle node and blacklist attacking vehicles.



Title Published Year

[1] An ECC-Based Conditional Privacy-Preserving Authentication
Scheme for V2V Communication in VANETs.

2022

[2] An Efficient Dynamic Solution for the Detection and Prevention of
Black Hole Attack in VANETs

2022

[3] Cyber Security Challenges and Solutions for V2X Communications
2019

EXISTING RESEARCH
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RESEARCH GAP
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Research /
Review
Paper /
Article

Lightweight
ECC based

Authenticati
on

Blackhole
Attack

Mitigation

Trust based
Mechanism

Scalable
Solution for
V2V and V2I

ML-Based
Detection

Research
[1] 

Research
[2] 

Research
[3] 

Proposed
Solution
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Authentication Metrics
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Authentication Delay (authDelay):The average time taken to sign or
verify a message using the cryptographic algorithm (ECC or shared key
with SHA-256).
 Maximum Authentication Time (maxAuthTime): The longest time taken
to sign or verify any single message during the experiment
Minimum Authentication Time (minAuthTime): The shortest time taken
to sign or verify any single message during the experiment

37

Network Performance Metrics
Throughput:The rate at which messages are successfully received, measured in
messages per second.
Jitter: The average variation in inter-arrival time between consecutive messages.
Packet Loss: The percentage of messages that were sent but not receive;
Attack Impact: The percentage of messages that were dropped due to the
blackhole attack compared to the total messages that should have been received.



15

38

Use of HARDWARE

ESP32 - WROOM 32
MPU-6050
GPS Sensor
SD card Module
Volatge stepdown module

Jumper Wires

IT21099472   |   Al Balushi O.T.M.G   |   24-25J-140



CREATED 3 CARS  15

39
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ESP32 Sensor Dashboard 15
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Authentication Results
15

41
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REQUIREMENTS
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Functional Requirements:

ECC implementation using Curve25519
or secp256r1
Secure key storage on ESP32
Efficient cryptographic operations
optimization
WebSocket server with secure
connection handling
Data visualization and analysis
capabilities
Logging and monitoring infrastructure

Technical Requirements:

Secure vehicle authentication.
Real-time data exchange between
authenticated vehicles
Blackhole attack detection and
mitigation
Performance monitoring and metrics
collection
Scalability to support multiple vehicle
nodes
Fault tolerance and recovery
mechanisms
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TOOLS &
TECHNOLOGIES

Arduino IDE/PlatformIO for ESP32 development

ECC libraries optimized for embedded systems

WebSocket protocol for real-time communication

Data analysis tools for performance evaluation

Statistical analysis for experimental validation

IT21099472   |   Al Balushi O.T.M.G   |   24-25J-140
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BACKGROUND & RESEARCH
PROBLEM

Traditional cryptographic methods are becoming insufficient because they are vulnerable to

sophisticated side-channel attacks, cloning attempts, and tampering threats.

Physical Unclonable Functions (PUFs) offer a promising solution due to their inherent

uniqueness and resistance to cloning.

The challenge lies in integrating PUFs into a comprehensive challenge-response

mechanism that ensures the security and efficiency required for Autonomous Vehicles

(AVs).

IT21146442   |   Jayasinghe K.A.C.T   |   24-25J-140
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PUF-based authentication mechanisms face challenges in resisting predictive attacks and

lack robust frameworks for real-world adversarial testing.
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OBJECTIVES

SUB OBJECTIVES

MAIN OBJECTIVES 

Develop a PUF-based challenge-response mechanism to ensure robust
vehicle authentication and protection against physical attacks. 

Research current Physical Unclonable Function (PUF) technologies and

their use cases in security systems.

Analyze the benefits of different PUF types (e.g., SRAM, Ring Oscillator) for

vehicle authentication.

Develop a challenge-response mechanism utilizing PUF technology that is

tailored for vehicle authentication.

Conduct rigorous testing of the PUF-based authentication mechanism

under various Environmental scenarios.

IT21146442   |   Jayasinghe K.A.C.T   |   24-25J-140
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PUF-Physical Unclonable Function
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The Physical Unclonable Function (PUF) is a hardware-based security technology that uses the

unique physical characteristics of devices to generate identifiers. This helps protect the device

from being copied or tampered with.

On-Board Units (OBUs)
On-Board Units (OBUs) are electronic devices installed in vehicles to enable communication

with other vehicles, infrastructure, or systems. 

Trusted Authority (TA)
A Trusted Authority (TA) is a reliable organization or system that verifies identities, manages

security credentials, and ensures trust in digital communications, such as in authentication or

encryption processes. 49
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Challenge Response Mechanism

The Challenge-Response Mechanism is a security method where a system sends a random

question (challenge) to a user or device, and the user/device must provide the correct answer

(response) to prove their identity.
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Challenge Response Authentication 
Enrollment Phase

Multiple challenges are sent to the PUF.

The corresponding responses are collected.

These CRPs (challenge + response) are stored in the server/database for future use.

 Verification Phase

The server selects a stored challenge from the database.

This challenge is sent again to the PUF to generate a new response.

The new response is compared with the stored response.

If they match (within acceptable range) → Authentication successful.

If not → Authentication failed.
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OBJECTIVES

Ongoing Objectives

Completed Objectives

implement the Challenge Response Mechanism using the Cryptographically
Secure Pseudorandom Number Generators(CSPNG).
Developed logging mechanism when genrate logs when authentication happen
and save the challenges and the response. 

Developed the Physical Unclonable Function (PUF) technologies and their use

cases in security systems.

Conduct rigorous testing of the PUF-based authentication mechanism under

various Environmental scenarios.

IT21146442   |   Jayasinghe K.A.C.T   |   24-25J-140
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METHODOLOGY
System Diagram 
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REQUIREMENTS
Functional Requirements:

The PUF must be implemented in such a
way that it can generate unique,
unpredictable responses based on
physical hardware characteristics.

 The system must support a challenge-
response protocol where a vehicle can
generate a response to a given challenge
using the PUF.

The system must verify the authenticity
of vehicles based on their challenge-
response pairs

Non- Functional 
Requirements:

Security
Performance
Reliability
Usability
Scalability

Technical Requirements:

Implement a secure random
number generator (RNG) to
produce unique and
unpredictable challenges.

Test PUF responses under
various environmental conditions
(temperature, voltage) to ensure
stability.

Implement a system to
periodically regenerate
challenges to ensure they are
unpredictable.

IT21146442   |   Jayasinghe K.A.C.T   |   24-25J-140
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TOOLS &
TECHNOLOGIES

Technologies

C++
Python
PyCrypto
HDL

Algorythm & 
Architechtures

challenge-response mechanism
Physical Unclonable Functions 

Techniques

Performance Evaluation
Data Encryption and
Decryption

IT21146442   |   Jayasinghe K.A.C.T   |   24-25J-140
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Field-Programmable Gate Array (FPGA) 
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Hardware Components Needed

56



Current Progress
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Challenge Generation & Transmission
Implemented the challenge generation module.
Transmitting challenges via a Python Flask server.

FPGA Implementation
Programmed the FPGA using HDL to generate responses.
Implemented a UART-USB interface for challenge transmission and response
reception.

Database Integration & Authentication Process
Stored generated challenges and responses in a database.
Verification Process:

The server selects a stored challenge and exchanges it with the PUF.
The generated response is compared with the stored response in the database.
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Hardware Components Needed
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Challenge-Response Mechanism

Challenge generate 

CSPRNG is used to generate secure and unpredictable challenges.
The challenge is a 128-bit random string that ensures high entropy and unpredictability.
This challenge is created using Python’s secrets.token_bytes() method.
The challenge is converted into 16 bytes for efficient communication with the PUF.
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Challenge-Response Mechanism

Sending the Challenge to FPGA

How the PUF Works in FPGA

A random 128-bit challenge is generated in binary (e.g., 00100011...).
It is converted into 16 bytes (e.g., 23 ee e2 8a...) because hardware and serial ports work
with data in bytes.
The 16-byte challenge is sent to the FPGA using UART (serial communication).

The FPGA has 32 Ring Oscillators (ROs). These are tiny circuits that toggle on/off very fast.
Due to tiny manufacturing differences, each RO toggles at a unique speed.
All ROs are turned on, and their toggles are counted for a short time (1000 cycles) using
8-bit counters.

61Ring Oscillators



For each bit in the 128-bit response:
The challenge selects two ROs using simple math.
The counts of these two ROs are compared.

If RO_A > RO_B, the response bit is 1.
If RO_A ≤ RO_B, the response bit is 0.

This creates a unique 128-bit response based on the physical chip.

IT21146442   |   Jayasinghe K.A.C.T   |   24-25J-140
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Challenge-Response Mechanism

 Generating the 128-bit Response

Sending the Response Back
The 128-bit response is converted into 16 bytes.
Sent back to the computer through UART.
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Why This Is Secure

The response is unique to each FPGA because of unclonable physical differences.
It’s very hard to guess or fake the response.
Small changes (noise) are allowed we check Hamming Distance to confirm if the
response is close enough for success.
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Log interface on the Mobile App
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Purpose of Integrating Authentication Logs into
the Mobile App

Enhances security visibility by providing real-
time monitoring.
Allows users to detect suspicious activities or
failed authentication attempts.
Increases transparency and improves security
awareness.
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BACKGROUND & RESEARCH
PROBLEM
GPS provides real-time location data, enabling autonomous vehicles to determine their

precise position on a map

By providing location data, GPS helps the vehicle maintain safe distances from other

objects and vehicles, contributing to collision avoidance systems.

GPS spoofing involves transmitting falsified signals to mislead receivers, causing

autonomous vehicles to misinterpret their location.

This can result in erroneous positioning data, leading to misrouting of vehicles, accidents, or

unauthorized access to restricted areas.

38
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OBJECTIVES
Main Objectives

Sub Objectives
Collect high-quality GPS data (authentic gps data) for model training and

validation.

Evaluate and select suitable machine learning/deep learning models (e.g.,

RF, FCNN, KNN, SVM, XGBoost) for GPS anomaly detection.

Implement the detection system on an embedded device (e.g., Raspberry

Pi) for real-world deployment.

Sending real-time alerts and system status to the Android app to enhance

user interaction.

41

The objective is to design and deploy a machine learning-based GPS

spoofing detection system that shall be capable of real-time analysis and

immediate threat notification.

IT21249648 |   Wanigasekara W.M.I.W  |   24-25J-140
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Methology

To simulate a GPS spoofing attack, a HackRF tool is typically required.
However, due to legal restrictions for transmitting fake signals and high costs, an alternative
approach is used.
The experiment begins with data collection using an IoT-based rover equipped with an Arduino
Mega, GPS module, IMU sensors, and WiFi module.
The rover is driven along predefined routes, such as A → B and B → C, under various conditions.
GPS coordinates, speed, and trajectory data are collected and used to train a machine learning
model.
Once trained, the model learns the expected paths and movement patterns of the rover.
During real-time operation, the rover autonomously follows the trained routes.
If it encounters GPS data that does not match the known paths or detects an unknown trajectory,
the model classifies it as an anomaly.
Instead of following the spoofed route, the rover prevents itself from moving along the incorrect
path and generates an alert.
To enhance security, the spoof detection logs are integrated into a mobile application.
(component 01)
The mobile app provides real-time notifications if a spoofed path is detected.
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About The Rover
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Arduino MEGA Board

Motor Driver

Voltage Sensor

NodeMCU ESP8266
Board 

GPS Module

BMS Charger Protection

Accelerometer Gyroscope
Module

Batteries

Provides real-time
location tracking

Handles WIFI
communication

Controls wheel
movement

Monitors motion and orientation

Ensures safe battery
management

Measures power
levels

Main microcontroller for
processing
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About The Controller
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The rover is controlled via a webpage and operated using the arrow keys on a laptop.

Downloaded the
data logs in to .csv
file
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42About the Rover

Core functionalities (Nodemcu)

WiFi Connectivity: Manages WiFi connection using the ESP8266 capabilities
WebSocket Server: Sets up a WebSocket server on port 81 for real-time
communication
Serial Communication: Maintains communication with the Arduino via
SoftwareSerial
EEPROM Management: Stores WiFi credentials persistently in EEPROM memory

Core functionalities (Arduino MEGA)

Motor Control: Controls four DC motors using the AFMotor library
GPS Tracking: Uses a GPS module with TinyGPSPlus to get location data
Motion Sensing: Implements an MPU6050 accelerometer/gyroscope to detect
movement
Battery Monitoring: Monitors battery voltage through an analog pin
WiFi Connectivity: Communicates with an ESP8266 WiFi module
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Pre-Defined Area 

Drive the rover on all the paths in pre defined road.
Collect all GPS, accelerometer, and gyroscope data in different scenarios and
behaviors.

straight paths
slow Turns
sharp Turns 
speed Variations 
intersections

Data Collection Phase
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Collecting data

Drives the rover to get sample data logs from the sensors.
It includes timestamp, GPS_Latitude, GPS_Longitude, GPS_Altitude, GPS_Speed

     GPS_Satellites, Accel_X, Accel_Y, Accel_Z, Gyro_X, Gyro_Y, Gyro_Z, Roll, Pitch, Yaw   
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Data Collection Phase 
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Detection Phase
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The rover follows predefined paths (e.g., A → B and A → C)
based on trained models.
If the rover attempts to deviate from the expected path (e.g.,
moving toward X instead of C), the model detects it as a false
path.
The system identifies GPS anomalies in real time and prevents
the rover from following untrained or spoofed routes.
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Data Preprocessing Phase
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After the data collection phase, the data
is saved in a CSV file.
The dataset contains 600+ rows of
recorded GPS data.
A RouteID column was added to each
dataset using Google Colab for better
identification and analysis.

Adding RouteID for Datasets
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Data cleaning process
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Combining the Datasets
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Combine the datasets that contain Route_IDs A-B and A-C into a single
dataset.

80

Current Progress



Data balancing 

IT21249648 |   Wanigasekara W.M.I.W  |   24-25J-140

42

81

Current Progress



Feature extraction
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Model training
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used KNN, Logistic Regression models to train the dataset.
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REQUIREMENTS
Functional Requirements

Collect & transmit telemetry
(GPS, MPU6050, battery) in
real time via WebSocket.
Enable remote motor control
(fwd, bwd, left, right, stop) via
joystick/keyboard.
Monitor battery & stop motors
if voltage < 6.5V.
Log telemetry & export as
CSV.

Non- Functional 
Requirements

Security
Performance
Reliability
Usability
Scalability

Technical Requirements

Real-time data processing &
visualization(JSON< 400 chars).
Use C++ (Arduino/ESP8266),
HTML/JS (dashboard), libraries:
TinyGPSPlus,MPU6050,
ESP8266WiFi,WebSocketsServe
r, nipplejs
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TOOLS & TECHNOLOGIES
Technologies

TensorFlow
Python 
Sklearn
Jupyter
C++

Architectures & Algorithms 

Random forest
KNN
XGBoost
SVM

Techniques
Real-Time Data Transmission: JSON-
formatted GPS and motion data via
WebSocket.
Spoofing Detection Model: Machine
learning/statistical model to analyze
GPS deviations and detect irregular
patterns.
Motor Control: Command-based
control (e.g., FWD, BWD) with speed
adjustment.
Orientation Calculation: Roll, pitch,
yaw from MPU6050 data.
Battery Monitoring: Voltage
thresholds (stop if < 6.5V).
Data Logging & Analysis: Telemetry
logged locally, exportable as CSV for
model training/validation.
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